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WITNESS STATEMENT OF SIS WITNESS

1, SIS witness, of the Secret Intelligence

vill say es follows:

vice (SIS), Vauxhall Cross, London, SEL,

1. [REDACTED] In myeurent ole overses the complianceof SIS operations

‘wih the law and other relevant guldance and directives. La dat context, 1

attend the six monthly meetings ofthe Data Retention Review Board, 1 also

Have overall responsibility for SIS" engagement with oversight bodies, the

Courts, Inquires, Inquest, end Tibunels including the Invosigtory Powers

Teun

2, Tam authorized to make this witness statement on bebalfof SIS. The contents

ofhis statement ere within my own knowledge and are tus tothe best of my.
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Knowledge and belief, Were matters are not within my own knowledge they

aro based upon documentation made aveileble to me and from discussions

wath others withia SIS

‘Attached to this statement, end marked ‘SIS exhibit is a bundle of relevant

documents, Save where olbernise sesta, page numbers below refer to that

exhibit

sinceMarsh 2015,

OVERVIEWOF SAFEGUARDS

5, ln February 201$, 2 joint SIA BPD policy was agreed wich set out the

“Agencies! policyin relation to Bulk Personal Dats, stated that “each Agency

must have arrangements in place for the cfective management and legal

compliance of BPD throughout lis Ifecyete,” Specifi
cally in relation to

baring, the policy sated the following:

“All three Agencies have a common interest in acquiring and interrogating

BED. ds a principle, all three Agencies will seck to acquire once and use

mary times, cn the grounds of business effectiveness ond efficiency. The ~

Jolloningpolicy statements py o the Agenctes:

‘When sharing BPD the supplying Agency must be satisfied that ll necessary

ard proportionate to share the data wlth the other Agency Agence: and the

recehing AgencylAgencles must be satisfied that it is necessary and

prozordenate to acquire the data tn question. A log of data sharing will be

‘maintainedby each agency:

The sharing of BPD must be authorised in advance by a sentor individual

within each Agency, and no action to share may be taken without such

authorisation,

“Agencies must protect sensitive datasets (or certain fields within a dataset)

when sharing, ifthe risk or tnruston tn doingso és not fudgedto be necessary

cor proportionate,

BPD must not be shared with non-SIA third parties without prior agreement

from the sequiring Agency:



Were BPD to be shored with overseas lioiton the relevant necessity and

a

dancer original acquired he another Agency Astion-On would have to be
tought in avance from the ecculrng Agenor. Wider legal polica! and

‘The Asercies mae share applications Shick a um could pride access ta

LsformationPolicy on commissioning.”

6. Open Handling Amangements, which were published on 4 November 2015

amd applied o the obtaining, use aad disclosure of BPD, included details of

procedures and safeguards forthe disclosure ofbulk perioral deta outside

relevant Intelligence Service. Paragraphs 5.2 ard 8.1 detal the key safeguerts,

including access conto, and state that any disclosuremust be necessary and

propordonate is seconfance with SIS's satutor functions eed purposes.

Paragraphs 60-67 et out the guidelines for the disclosure of BPD outside of

SIS, including the need to consider whether to place restrictions when shana,

[BPD/sub-sets of BPDS, as follows:

“Before disclosing any bulk personal data, staff must take reasonable sips to

ensure that the intended recipient organisation has and will maintain

seuisfactory arrangements for safeguarding the confidentialityof the data and

‘ensuring that 4t ts securely handled, or that they have received satisfactory

assurances from the intended reciplent organisation with respect so such

arrangements,

These conditions mast be met for all disclosure, including between the

Intelligence Service.

These conditions for diselosure apply equally tothe diselorure ef am entire

bulk personal dataset a subset ofthe dataset, or an individu plece of data

rom the dataset

Disclosure of the whole (or a subset) ofa bulk personal dataset is subject to

Internal authorisation procedures in addition to those that apply o am item of

data. The authorisation process requires an application to a senior manager

destgnated for the purpose, describing the datatet lt ts proposedto disclose
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(in whole or in part) and secting out the operationaland legal justfeation for

the proposed disclosure along with the other information specified In

paragraph 4.7, end whether any eaveatr or restrictions should be applied to

the propesed disclosure. Tai la so that the sentor manager cam then consider

the factors in paragraph 6.1, with operational, legal and policy advice as

epprepriato. in dificult cases, the relevant Intelligence Service may seek

ruldance ora decision from the Secretary of State.”

7. in addition, the intemal SIS Handling Amengements came ino force in

November 2015, which included speciã guidance to staffon the sharing of

[BPD wit foreign partners, includingthe following:

“The sharing of BPD de carefully managed 10 ensure that disclosure only

ales place when itisjustifiedon the Basi ofthe relevant st2ttany disclosure

‘gateway. The decision to share a BPD outside SIS rests withthe senior SIS

official

8. The guidance also notes thet:

gre jo riporonr requirements in relation o the sofozuandine ofthat BPD.

detouton handling instructions that escompom each BPD.

The disclosure of BPD is carefully managed by the elevan team to ensure

that diselorure only occurs when it ls permitted under ISA 1994 ard that clear

necessity and proportionally cases are evidenced, Responsiblliy for

disclosure of BPD rests with a senior SIS oficial in the relevant tear.”

SHARING WITHINTERNATIONALPARTNERS AND LEAS

9 Lam unable to sonfiom or deny inthis OPEN semen whether there has

Smetdas BED vi (orion lisa paren ox LEA since



aeby case basis, taking into account suberof fasion,

& The nature of the parmer with whom we are sharing. This includes

considering the history we have of sharing intelligence with thet

peter, their data capability end practices; and their history of

complice, either where we have previously shared dasa ar where we

have shered ectionsble intelligence,

La ‘The purpose forwhich it is envisagedBPD wall be shared, This covers

‘wo considerations: firstly, the necessity case for SIS. At the highest

Jevel this means that there must be a requirement to share the BPD to

assist SIS in meeting one of the four purposes for which information

can be shared under section 22) ISA. Secondly, the purpose for which

SIS understends thet the recipient parier wishes to obtain BPD.

(REDACTED)

12, The due diligence exercise would seek answers to specific questions in relation to

the governanceand compliance errangemects of the recipient. This would provide

SIS with the basis for assurance that they have in plece equivalent stardants as

s



‘would epply to SIS" own staff end procedures. The sorts of questions thst SIS

‘Socld sec satlsfictory answers so in order to provide assurance of equivalent

standards ere likelyto include (but not be limited tc) the followmg arene:

Relevant questions of law and policy, for exemple, is the recipiat organisation

ssbject to provisions in law (istemetional or domestic) that woald govern their

use of BPD? Are they govemed by any stetuiry requirements that would te their

use of BPD to specific purposes? Are they subject to eny legal obligations or

policy commitments to protec the personal deta or human rights of individuals?

Acquisition practices, for example, whet factors mould the resipien: organisation

take into account before acquiring BPD? Would necessity and proportionaity be

considered? Who would take part in the decision-making process end how would

be recorded?

+ Authonsation protocols, for example, what process would the recipient

orgenisatien apply 10 authonse the retention and exploitation of BPD? What

‘would the criteria be that would be applied to establish that it is both necessary

end proportionateto retain and use data? Would legel advice be cbtaized?

Data ingestion, for example, how would BPD be stored within à partner

organisation? What would the system arehitecaro be? What other data would be

sored on the system or systems? What access control mechanisms wocid be in

place for raw and processed data? Would acceas control bo deteimined by role?

Would specific training be provided (including in relation to legalpolicy

concerns) before access is granted to a system holding BPD? Are there categories

that would be considered sensitive or privileged either by lew or policy? Would

ingestion of dats of this type be subject to additional considerations? Would there

be additional protections for detaof tia typoet the pointof access?

Use, for example, into which tool(s) withinthe recipient orgarisatica would BPD

bo ingested? Whet would be the main purpose of the tool? What would a user be

required to consider before searching within BPD? Would the user be requiredby

law to think about the necessity and proportionality and/or the direct and

coltatera intrusion of conducting a search? How would such considerations be

recorded? Would the tool limit the nature ofextent ofthe search by a user? Whit

safeguards would be in plece to prevent rsisuse of BPD? Would user activitybe

subject to any suditing or monitoring? What would the consequences of aa

individual failure to comply wih the fawipolicyon the use of BPD be? How



a
n

‘would SIS be notified ofany failure to comply end whut power would they have

vo dictate consequences?

£ Disclosure, for exemple, what safeguards would be in place within the recipient

organisation to ensure Action On is obtained before any action, including the

passing of information to a third party, is taken oa information derived from

BPD? Are there legal or policy requirements to ensure that the passing of soy

information would meet certain criteria? How would a user know that a particular

piece of das requires Action On before they could use if? What would the process

de for gaining Action On?

&. Retention and Review, for example, wht process would be in place in the

rexipleat organisation to review the necessityand proportionality for continuingto

retain and exploit BPD? Whst would be she parameters for the review, and what

criteria would be used to judge necessity and proportionality? Whst would the

process be to delete data? What would the procedure bo for deleiag and

ermoying deta?

Oversight, for example, what would be the intemal sados external oversight

arrangement in place within the recipient organisation to audit the acquisition,

rétention and use of BPD?

13, Any such dae diligence exercise would necessarily bo bespoke and talored tothe

potencial recipient in question and the particular circumstances ofthe proposed

staring arrangement. The questions above ero illustrative and neither exheustive

ora proforma, In so fara posible, SIS would sesto validate answers given by

means of ‘in perco! discussions with responsible elles of the recipient

xgensaton end by referesce to their intemal policy documents, forms, codes of

practico and taining materias.

14, If due dliigence exercise didnot result in the obtainingof sxtisfactory assurance,

or ifthe veracity of answers cbtzined were in doubt, SIS would not share BPD. In

any formalising written agreement SIS would set out the circumstances under

which the arrangementcould be halted if there was concer or evidence that

arrangements were not satisfactory,

pico to à di =
ha designed to ensure that SIS would have a comprehensive written record of the
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16, eis katy hat any such due done exercise would be an forge poses,

à potential revipient's comolisnce sents end to

"Hallinga dus cess exe wet SS in sl ae ending concern
respectofa potente recipient's deta compliance,SIS would not shese BPD,

18. Were SIS to be satisfied with a potential recipient's data compliance following a

out and age with the

asia partner the detail ofthe agreement to share, he deal ofthe aecesiment
‘Dish vary with each individual recipient denending on the gincamrance and the

(REDACTED)

sich subsequsat deere would be consvfered onan individual basis, Any decision

20. is je ban



22, Were SIS to not receive Action Op requests where expected sitwouldhe

investigated

[REDACTED]

somali me ke o. infomation bout
3 techni iance reimos of any parines, Ta that way,

si ble + an is whether th js
smangemenis and other raquirementa chat might asoly to the sharing pmecee

mainfit for muposs,

24, Whilst we can either confirm nor deny whetherthe SIA Eve egreedto share

os in fact do share BPD with either foreign lion or LEA, were we to do so, we

‘would

‘Follow the principles and approach set out in cur respective Handling

Arrangements and polisyíguadance.

+Teke into account the pase ofthe BPD hat was due to be disclosed,

«Take into eccount the mature of the body to which we were considering

disclosingthe BPD.

believe that the facts in ths witness statement are true.

Duets 3 eve 2007




