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Case No. IPT/15/110CH
IN THE INVESTIGATORY POWERS TRIBUNAL
BETWEEN:

PRIVACY INTERNATIONAL

(1) SECRETARY OF STATE FOR FOREIGN AND COMMONWEALTH
AFFAIRS
(2) SECRETARY OF STATE FOR THE HOME DEPARTMENT
(3) GOVERNMENT COMMUNICATION HEADQUARTERS
(4) SECURITY SERVICE
(5) SECRET INTELLIGENCE SERVICE
Respordents

WITKESS STATEMENT OF SIS WITNESS

I, SIS witness, of the Seccret [ntellipemes Sexvice (SIS), Vauxhall Cross, London, SEI,
will say es follows:

. [REDACTED] Inmy cumrent role, | oversee the compliance of SIS operations
with the law and other relevant guidance and directives. In that conlext, |
atend the six monathly meetings of the Data Retention Review Board, Talso
have overall responsibility for SIS' engagement with oversight bodies, the
Coarts, Inquires, Inquests, end Tribunals, including the Investigatory Powers
Tribunzl.

2. 1zm authorised to make this witness statement on beball of SIS. The contenls
of this statement gre within my own knowledge and are true to the best of my
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nowledpe and belief. Where matters =re not within my own knowledge they
e based upon documenistion made aveileble to me and from discusmions
with others withia SIS

3. Atached to this statement, end marked ‘SIS exhibit” is a bundle of relevant
docunents, Save whers othorwise siated, page sumbers below refes to that
exhibit

4. This statemment sddresees the restrictions which would he placed were SIS to
transfer Bulk Personal Datacets (“BPD™) o forcign pertners aodior UK LE Ay
gince March 2015,

OVERVIEW OF SAFEGUARDS

3. In February 2015, 2 joint SIA BPD policy was agread which set out the
Ageacies' policy in relation to Bulk Personal Data, [t stated that *sach Apency
must have arrengements in place for the ¢ffective manggement and legal
compliance of BPD throughout lts Lfecyele.™ Spezifically ia relalion to
shening, the policy stated the following:

"All three Agencies have @ common interest In coquiring and inierrogating
BED, As o princinle, all three Apercies will seek to acguire ance and use
mary fimes, cm the grounds of burinest cffecthencr and efficiency. The -
Jollowing palicy staterments apply fo the Agencles:

When sharing BPD the supplying Agency must be sarisfied that Ut Is necessary
ard proportionate fo share the data with the other Agency/dgencies; and the
recetving Agencyldgencier must be gatlsfled that it is necessary and
proportionate to aequire the data In question. A log of data sharing will be
mairiained by cach agency:

The sharing ef BPD must be authorised in advance by a senior m.:l'iﬁa'm-.r
within each Agency, and no action to thore may be taken witkou! ruch
authorization,

Agencles-must protect sensithve datasety {or eertain fields within a datases)
when sharing, if the risk or intrusion In doing 50 &5 rot judped to be necexsary
ar propartienate,

BPD muat nar be shared with non-SiA :.i':frd’parﬁﬂ without prior agreement
Jrom'the sagquiring Apency;
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The Agencies may share aoolications fuhich fn tum could provide cecesy o
ather ; i fe in ling with S[4
Information Policy on pommissioning,

. Open Handling Amangements, which were published on 4 November 2015

and zpplied ‘o the obtaining, use and disclosure of BPD, incleded details of
procedures and safeguards for the disclosure of bulk persone] data outsids the
relevant Intelligence Service. Parsgraphs 5.2 end 8.1 detar] the key safeguands,
including ascess control, and state that any disclopue must be necessary and
sroportonate in sccondance with S15's statutery functions and purpases,

Paragraphs 6.0-6.7 g2t out the guidelines for the disclosure of BPD outude of
518, including the need to consider whether to place restrictions when sharmnj
BPD/sub-scts of BFDs, a3 follows:

“Before disclosing any bulk personal data, siaff must take rearonable sieps to
ensure that the intended recipient orgonisation has ond will maintain
setisfadiory arrangements for safeguarding the confidentiality of the data and
ensuring that it Is securely handled, or that they have recelved satisfoctory
assurances from the intended reciplent organisation with respeet o such
arrangements,

There conditions mat be met for all disclesure, Including between the
Irtelligence Services.

These conditions for ditclosure opply equally to the disclarmre cf an entire
bulk personal detaset, a subset of the dalaset, or an individucl plece of daia
Jrom fhe dataset.

Dirclasure of the whole (or a subset) of a bulk personal dataset is subfect (o
internal authorisaiion procedures in addition o thase that apply to an fiem of
data. The quitkoriration procexs requires an application to a sevdior marager
designated for the purpose, describing the dataves (¢ [y proposed fo disclose

3



fin whole or in parl) end seting out the operatlonal and legal fustification for
the proposed diselarure along with the other informarion specified In
paragraph 4.7, and whether any caveaty or restrictisns should be epplied to
the propesed disclosure. Thir Is go that the senfor monager can then consider
the faciors in parcgreph 6.1, with operational, legal and policy advice as
appreprigte. In difficult coses, the relevant Intelligence Semviee may seek
puidance or g declsion fror the Secreiary of State.”

7. In addition, the intermal SIS Handling Amengements came into force in
November 2015, which included specifiz guidanze w0 staff on the charing of
BPD with foreign panners, including the following:

“The sharing of BPD i1 corcfully monaged fo ensure that duclonure only
fzkes place when It is fustified on the besir of the relovan! stotuory disclosure
pateway. The decision to share a BPD outtlde SIS resty with the genfor SIS
offictal, *

f. The guidance also potes that:

“nir e I Wil ' 1

def out on handling (artructions that eccompany eack APD,

Tke disclosure of BPD ix carefully managed by the rployvani lcam 1o cruwre
that disclerure only occurs when it is permitted under ISA 1994 and that clear
necessity and preportionally cases are evidenced, Resporsibility jor
wirciosure of BPD rests with g senior SIS offictal tn the relevgnt team




g. Tho netere of the parmer with whom we are sharing. This includes
considering the history we have of sharing intellipence with that
periner; their data capability end pmctioes; snd their history of
compliznee, either where we haye previously shared daca or where we
have shered ectionsble intelligence.

b. The purpose for which it is envisaged BPD wall be shared. This covers
two considerntions: firstly, the necessity case for SIS. At the highest
leve] this means that there must be 8 requirement to share the BPD to
agsist SIS in meeting one of the four porposes for which information
can be gshared under section 2(2) [SA. Secondly, the puspose for which
S1S undzrstands thet the recipient pariner wiskes to obtain BPD.

[REDACTED]

12, The due diligence exercise woeld seek ancwers to specific questions o relation to
the governance and compliance arrangemerts of the recipient. This would provide
SIS with the basis for sssurance that they have in plece equivalent standands as
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would epply to SI5' own siaff end procadures. The sorts of questicns that SIS
wotld seck satisfactory smrwers 10 in order o provids assurance of eguivalen:
standurds ere likely to include (but not be limited t0) the follovang aseaa:

Relevant questions of law and policy, for example, is the recipienl organisation
mbloct 1o provisions in law (intemetonal or domestic) that weald govemn their
use of BPD? Are they governed by any statutory requirements that would de thels
use of BPD to specific purposes? Are they smabject to eny legal obligations or
policy cormmitments to protect the personal data or human rights of iadividuals?

Acquisition practices, for example, what factors would the recipient organisstion
tzkz into account bafore scquiring BPDT Would necessity and proportionality be
sonsidered? Who would trke part in the decision-malding prozess end how would
1t be recosded?

Authonsation protocols, for example, what process would the recipient
orgenisaticn epply 10 authonse the retention end exploitation of BFDT What
would the criteris be thai would be applied to establish that it s both necessary
end proporhonate to retain end use data? Would legel advice be obtainad?

Deta ingestion, for ecxample, how would BPD be stored within a partner
organisation? What would the system architecture be? What other data would be
stored on the systzm or systems? What access control mechanisms woeld be in
place for raw and processed data? Would access control be determined by role?
Weuld epesific tralning be provided (including in relation to legal'policy
concerns) before access {3 grantsd to a system holding BPD7T Are there cat=gories
that would be considersd sensitive or privileged cither by lew or polley? Would
ingestion of data of this type be subject to edditienal coasiderations? Would there
ba additional protections for data of this type at the peint of access?

Use, for example, into which tool(s) withia the recipient orgarisation would BPD
be ingesicd? Whet would be the main purpose of the toal? What would a user be
required to consider before searching within BPD? Would the user be required by
law to thunk shout the pecessity and proportionality and'or the disect and
collsteral intrusion of conductizg a search? How would such considerstions be
recorded? Would the toal limit the nature of extent of the search by a user? What
safeguands would be in plece to prevent misuss of BPD? Would user activity be
subject o any suditing or monitoring? What would the coasequences of an
individus! faflere to comply with the !aw'policy on the use of BPD be? How




Qb

would SIS be notified of any fallure to comply end what power would they bave
to dictate consequences?

f. Disclosure, for example, what safeguards would be in place within the recinient
organisation to ensure Acton Oo is obtained before zmy astion, including the
pussing of information to a third party, is taken on informatien derived from
BPD? Arc thers legel or policy requirements to ensure that the paasing of sny
information wold mect cenein eriteria? How would a user know that a particuler
plece of data requires Action On before they could use it? What would the process
be for gaining Action Oa?

g Retention snd Review, for example, what process would be in plaze in the
recipient organisation 1o review the necessity acd proportionality for cantinuing to
retein and exploit BFDT What would be the parameters for the review, znd what
eriteria would be used to judge necessity and proportionality? Whet would ke
process be to delets damn? What would the procedure be for deleting and
dermroving data?

b. Owersight, for example, what would be the intemal andfor external oversight
amangements in plase within the recipient orgenisation to audit the acquisition,
retention and use of BPD?

13. Any such dae diligence exercise would necesiarily be bespoke and tilored 1 the
potental recipient in question and the paniculsr circumstances of the proposed
sharing armangement. The questions abave ere illustrative and neither exheustive
nor a proforma. In 80 [ar 2s possible, SIS would sesk to validate axswers given by
means of ‘in pervon’ discussions with responsible cofficas of the recipient
organisation end by referazce to their intemal policy documegts, forms, codes of
practice and training materials.

14, If o due dilipence execcise did not result in the obtaining of patisfactiory assurance,
or if the veracity of anvwers obizined were in dould, SIS would not shers BPD. In
any formalising written agreement 515 would set cut the circumstances unde
which the arrangement could be halted if there was concemn or cvidence that
rrangements were not satisfactory.
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17. Eﬂbﬂm&ﬂmﬂh&wu._xmnﬂmﬂm i
reapegiela potentiel rocipient’s dats eompliance, SIS would pot shere BED,

18, Were SIS to bo satisfied with a potentisl recimient’s dats complisnce following a
due dilieence exereies, SIS would then procecd to get out and agree with the
resipient partner the detsil of the sgreement to share, The detail of the aereement

might vary with ¢ach individual recipien: deoeading on the circumstanzes and the
rature of S15's relatronshin wirh them,

[REDACTED)

19, Wepe SIS to agree to share BPD with 3 peticular secipiest partner, the sharing of
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24, Whilst we can neither confirm nor deny whether the S1A kave egresd 10 share
o¢ in fact do share BFD with either foreign hizson or LEA, were we to do 5o, we
would

*Follow the principles and spprosch set out in cur respective Handling
Arrangements and palicy/pudance.

» Teke into sccount the naszre of the BPD that was due (o be disclosed.

* Take into eccount the mature cf the body 1o which we were coasuering
diszlosing tha BFD,

| believe that the feots in this witness stalemend are brue,
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Dated: EM‘A.\ 2007






